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PRELIMINARY AMENDMENT 



Kindly amend the application as follows: 



Kindly add the following new claims 31 - 40: 



—31. A microelectronic apparatus for performing modular multiplication, squaring 

and reduction, the apparatus multiplying a multiplicand A by a multiplier B over a modulus N, 
wherein B is a serial fed radix 2' multiplier comprising no more than k character multiplier 
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segments, A comprises no more than k character multiplicand segments, and N has no more than 
k characters, each character having 1 bits, the apparatus comprising: 
a first (B) register operative to stoi^e the multiplier B; 

a modular multiplication device accepting multiplicands having no more than k 
characters, the modular multiplication device including a single accimiulation device at least k 
characters long and operative to repeatedly receive a multiplicand and simultaneously output a 
character; 

a digital logic sensing detector operative to anticipate that a non-zero character 
would be about to be output fi"om the single accumulation device and to determine a number 
of times, Yq, that the modulus N should be added into the single accumulation device so as to 
force the non-zero character to zero, 

the modular multiplication device operative, during a first phase, to switch into 
the single accumulation device, in tum, multiplicand values, and to receive, character by 
character, the contents of the B register and the Yq value from the digital logic sensing 
detector, thereby to force up to k first output characters which are zero, the multiplicand 
values switched in tum into the accumulation device comprising less than 3 of the following 
three multiplicands: (a) an all-zero string value; (b) a portion of the multiplicand A; and (c) 
at least a portion of the modulus N; and 

an output transfer mechanism, operative in a last phase 
to unload at least a portion of a final modular multiplication result fi*om the accumulation 
device. 



32. 



Apparatus according to claim 3 1 for performing interleaved modular 



multiplication and reduction in a plurality of interleaved iterations, wherein the Yq value used 
in the first phase is saved, and wherein said portion of the modulus N comprises a k-character 
least significant portion thereof, 

the apparatus also comprising a second (S) register operative to store a 
temporary result S fi-om an iteration i for use during a subsequent iteration i+1 and a third (N) 
register operative to store the modulus N, wherein n, the number of characters in the third (N) 
register, is larger than k; 

the modular multiplication device being operative, in a first phase, to multiply a 
plurality of slices of A during the plurality of interleaved iterations respectively, by B, 

the modular multipUcation device being operative, during a second phase 
between the first and last phases, to switch into the single accumulation device, in turn, 
multiplicand values, and to receive multipUer values from the B and N registers, the 
multiplicand values switched in turn into the accumulation device comprising less than 3 of the 
following three multiplicands: (a) an all-zero string value; (b) a portion of the multiplicand 
A; and (c) the Yo value as saved fi"om the first phase; 

the apparatus also comprising a serial addition device operative, during each 
iteration, to summate the temporary result value S in the second (S) register with the character 
output by the accumulation device, thereby to generate n-k least significant characters of a 
new temporary result, which characters are stored in the second (S) register, for the next in turn 
iteration. 

33. Apparatus according to claim 3 1 wherein all addition, accumulation and 

multiplication operafions are switchable to be performed either with carries or without carries, 
overGF(p) or over GF(2''). 



34. Apparatus according to claim 31 which employs Yo as the next character of a 
polynomial based modular reducing quotient deterministically. 

35. An apparatus as in claim 3 1 wherein the digital logic sensing detector is 
operative to receive the following four inputs: 

i. the product of the least significant character in the A register multiplied by a 
current value from the B register, in modulus 2^; 

ii. the first emitted carry out character from the accumulation device; 

iii. the contents of the second from the right character in the accumulation device; 

iv. the negative multiplicative inverse of the right-hand character in the N 

register. 

36. An apparatus as in claim 32 wherein the digital logic sensing detector is 
operative to receive the following six inputs: 

i. the product of the least significant character in the A register multiplied by a 
current value from the B register, in modulus 2^; 

ii. the first emitted carry out character from the accumulation device; 

iii. the contents of the second from the right character in the accumulation device; 

iv. the negative multiplicative inverse of the right-hand character in the N 

register. 

V. the next in turn character in the S register; and 

vi. the carry out character from the serial addition device. 



37. A method for performing modular multiplication, squaring and reduction, 

including multiplying a multiplicand A by a multiplier B over a modulus N, wherein B is a 
serial fed radix l} multiplier comprising no more than k character multiplier segments, A 
comprises no more than k character multiplicand segments, and N has no more than k 
characters, each character having 1 bits, the method comprising: 
storing a multiplier B in a first (B) register; 

providing a modular multiplication device accepting multipHcands having no 
more than k characters, the modular multiplication device including a single accumulation 
device at least k characters long and operative to repeatedly receive a multiplicand and 
simultaneously output a character; 

anticipating that a non-zero character would be about to be output from the 
single accumulation device and determining a number of times, Yq, that the modulus N should 
be added into the single accumulation device so as to force the non-zero character to zero, 

during a first phase, switching into the single accumulation device, in turn, 
multiplicand values, and receiving, character by character, the contents of the B register and 
the Yo value from the digital logic sensing detector, thereby to force up to k first output 
characters which are zero, the multiplicand values switched in turn into the accumulation device 
comprising less than 3 of the following three multiplicands: (a) an all-zero string value; (b) a 
portion of the multiplicand A; and (c) at least a portion of the modulus N; and 

in a last phase, unloading a final modular multiplication result from the 
accumulation device. 



38. 



A method according to claim 37 for performing interleaved modular 



multiplication and reduction in a plurality of interleaved iterations, wherein the Yq value used 
in the first phase is saved, and v^herein said portion of the modulus N comprises a k- 
character least significant portion thereof, the method also comprising: 

providing a second (S) register operative to store a temporary result S fi'om an 
iteration i for use during a subsequent iteration i+1 and a third (N) register operative to store 
the modulus N, wherein n, the number of characters in the third (N) register, is larger than k; 

the modular multiplication device being operative, in the first phase, to multiply 
a plurality of slices of A during the plurality of interleaved iterations respectively, by B, 

the modular multiplication device being operative, during a second phase 
between the first and last phases, to switch into the single accumulation device, in turn, 
multiplicand values, and to receive multiplier values fi:om the B and N registers, the 
multiplicand values switched in turn into the accumulation device comprising less than 3 of the 
following three multiplicands: (a) an all-zero string value; (b) a portion of the multiplicand 
A; and (c) the Yo value as saved firom the first phase, 

the method also comprising summating, during each iteration, the temporary 
result value S in the second (S) register with the character output by the accumulation device, 
thereby to generate a new temporary result, for the next in turn iteration. 

39. A method according to claim 37 wherein all addition, accumulation and 

multiplication operations are switchable to be performed either with carries or without carries, 
overGF(p) or over GF(2''). 



40. A method according to claim 37 which deterministically employs Yq as the next 

character of a polynomial based modular reducing quotient.-- 
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